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Abstract— Recent developments in micro-electro-mechanical systems (MEMS), wireless communications, and digital electronics have 

enabled development of low cost, low power, multifunctional sensor nodes are small and    freedom to communicate in short distances. 

However, it has still remained an open challenge to deploy sensor nodes in wireless environment as we have to deal with innumerable 

constraints for their complete implementation. In this paper, a detailed survey has been carried out to analyze various techniques, which 

could be used to address present unresolved issues in wireless sensor networks. 

Index Terms— Mobility and topology changes, Energy Backup, Physical Distribution, Localization, Data Aggregation, Fixed 

Communication Infrastructure, Strict Event Scheduling  

——————————      —————————— 

1 INTRODUCTION                                                                     

ecent trends in digital electronics and wireless communi-
cations have enabled the development of energy, low-cost 
and multifunctional sensor nodes which are small in size 

and have the freedom to communicate over short distances. 
These tiny sensor nodes, which consist of sensors, data pro-
cessing components and communication, leverage the basic 
idea of sensor networks collective effort by a large number of 
nodes. Sensor networks have shown strong improvement as 
compared to the sensors, which have been developed in the 
past [32]. 

However, security is still a critical factor for their complete 
implementation. In this paper, we have discussed few WSN 
challenges, analyzed numerous security algorithms, tech-
niques, frameworks and prepare a detailed study report based 
on various security issues exist in wireless sensor networks. 

2 OVERVIEWS OF ISSUES IN WIRELESS SENSOR 

NETWORKS 

2.1 Challenges and Properties of WSN Implementation 

Various WSN challenges and properties are described as fol-
lows: 

2.1.1 Lack of Fixed Communication Infrastructure 

In WSNs, constant communication infrastructure does not 
exist. Thus, there exist some restrictions on the communication 
channel between the sensor nodes which may cause problems 
like unreliable communication [26]. However, it provides the 
broadcast advantage: A packet that has been transmitted by 
one sensor node to the neighbouring sensor node can also be  
received by all the other sensor nodes deployed in WSN.  

2.1.2 Energy Backup 

In general, sensor nodes used in establishing WSNs have en-
ergy limitations. So it is a big challenge to maintain and re-
charge sensor nodes after they have been deployed in wireless 
environments. In addition to this, various communication 
tasks also has high power requirements so it is difficult to re-
duce the sensor consumption ratio as well. To ensure long-
term sensing operation and life span of WSN, communication 
links between sensor nodes must be analyzed and updated 
frequently [5]. 

2.1.3 Mobility Challenges and Changing Topologies  

WSNs may involve dynamic scenarios in terms of drastic 
changes in topologies and mobility. In WSNs, during the de-
ployment, new sensor nodes may join the network, and the 
existing nodes may be released or move through the network 
or out of the network. In such cases, nodes may stop function-
ing and surviving nodes may go in or out of the transmission 
radii of other nodes [26]. To ensure protection against attacks 
like node failure and dynamic topology WSNs must be robust. 

 

2.1.4 Physical Distribution Constraints  
WSNs contains a large number of tiny, inexpensive, disposa-
ble and autonomous sensor nodes that can initiate or establish 
communication links via transmission of sensory information 
[32]. In WSNs, data is distributed throughout the nodes in the 
network and can be gathered at a central station called base 
station(s) only with high communication costs. Therefore, the 
algorithms that require sensory information of the entire net-
work become very expensive to deal with. To resolve this is-
sue, various distributed algorithms are desirable [26]. Here 
data are distributed among the network nodes and can be col-
lected at a central station with only high communication costs. 

3 OUTCOMES OF A SURVEY (STUDY REPORT) 
This section provides a brief description of the major WSN 
challenges that can  be reduced or addressed by following 
techniques that are described as follows[1-39]: 
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3.1 Geometric Aware Routing 
Geometric aware routing can be referred as a creation of loca-
tion awareness of sensor nodes that are deployed in WSNs. 
Gathered location information is used to detect recorded 
events, or to send packets using different localization routing 
techniques. Moreover, location itself is often the data that 
needs to be sensed. Besides, we can also consider location it-
self as the data that needs to be sensed. Geometric techniques 
that use arrival time of signals from multiple base stations 
(storage stations) are commonly used in WSNs. Different ex-
amples of localization systems for WSNs is are presented in 
the sub-section [19]. 
 
3.2 Strict Event Scheduling 
To save energy, most of the unused sensor nodes are being 
kept in standby most of the time, and can move into active 
mode periodically in order to send and receive sensory data. A 
rigorous program will be followed up when a node needs to 
wake up, the feeling, the transmission (or the execution of the 
movement), ensuring maximum network. This will force WSN 
nodes to take the right actions at the right time which is the 
main objective of scheduling WSN events [32].  
 
3.3 Wireless Sensor Network Design and Deployment 
Nowadays WSNs are used in numerous diversified applica-
tions ranging from patient monitoring thorough implanted 
sensors to monitoring forest fire through air-dropped sensors 
or sensors which can increment or decrement counter values. 
In most of the WSN applications, the sensor nodes need to be 
placed accurately at fixed or pre-determined locations, where-
as in others, such positioning is not needed or none of use. So 
most of the sensor network design aims at determining the 
type, price and appropriate location of sensor nodes which 
could be placed in wireless environment in order to get a 
complete knowledge of its deployments [18]. 
 
3.4 Energy Conservation Using Energy Aware Routing 
Methods 
As we all know, till date we don’t have a satisfying solution of 
sensor’s power backup requirements, so economic usage of 
energy is really critical. In many applications, longer network 
life is desired. To achieve this objective, we can use various 
proactive or reactive routing methods which can determine a 
path for a message from a source node to a destination node. 
As far as proactive routing methods are concerned, routing 
tables are being created for all routes and are stored regardless 
of knowledge of their use. In reactive routing methods, routes 
are computed as their need will get arise. In WSNs which have 
been deployed already, such routing tables have high memory 
requirements, and therefore, hybrids or combinations of pro-
active and reactive methods could be utilized to resolve such 
issues.  Another possible solution to energy aware routing 
could be clustering which will cluster the network into hierar-
chies. Detailed description of an overview of modern WSN 
routing algorithms is highlighted in [6]. 
 
3.5 Data collection Using Aggregation Methods  
Data Aggregation can be defined as the process of gathering 

data from different sources like sensors, cluster heads and ex-
ternal networks. To achieve this, we can use clustering tech-
niques which can mitigate communication overhead of send-
ing individual sensor readings to the base station(s). Nowa-
days WSNs are deployed in large-scale and voluminous data 
is generated. So to handle and maintain collection of such data 
is a critical issue [14]. Most widely used methods for data col-
lection includes Kalman filter, Bayesian networks etc. 
 
3.5 Management of Quality of Service Requirements   
In general, QOS refers to efficient transmission of traffic be-
tween sensor nodes with specific requirements. QoS is a major 
issue in efficient WSNs deployment; it also has numerous 
meanings and perspectives. QoS is accepted as a ratio of 
measurement of the service quality of transmission and receiv-
ing of data between the sensor nodes. QoS is highly desirable 
in order to mitigate transmission problems like packet loss, 
bandwidth and fairness, delay and jitter between diverse sen-
sor nodes. To achieve the goal of QoS, the network is required 
to analyze numerous wireless application requirements and 
implement few QoS mechanisms in WSNs [6]. 
 
3.7 High Level Security   
Sensor nodes in WSNs are susceptible to innumerable security 
attacks like eavesdropping, impersonating, message distorting 
etc. Due to this, such security attacks can affect poorly protect-
ed sensor nodes in a negative way in terms of information 
theft or loss. It is really difficult to protect such sensor nodes 
due to dynamic topology. Various security challenges in wire-
less sensor networks are analyzed and critical issues that need 
to be resolved for achieving such high level security are de-
scribed in [1]. 

4 CONCLUSION 

In this paper we have discussed, reviewed and analyzed nu-
merous wireless challenges that have still remained unre-
solved till date. In addition to this, we have also tried to ad-
dress these wireless challenges by proposing certain tech-
niques or solutions. These techniques could play an important 
role in achieving desired results.  
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